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The field of Usable Privacy and Security (UPS) is relatively
young. The works of Zurko & Simon (1996) [11], Adams &
Sasse (1999) [1], and Whitten & Tygar (1999) [9] are often
cited as early work that addressed the tension between IT
security and usability. It was not until six years later, in 2005,
that SOUPS was established [5].

While the origins of Usable Privacy and Security re-
search lay between IT security and Human-Computer Inter-
action (HCI) — as reflected, for example, in the book title
by Garfinkel & Lipford (2014) “Usable Security: History,
Themes, and Challenges” [3] or in the title of SOUPS itself,
the perspective has broadened significantly today. Today we
also speak of Human Factors/Aspects in IT Security (see
SOUPS 2026 — Call for Papers, 2026) [6] and by this mean
more than just questions regarding the usability of security-
critical applications. Lorrie Cranor (Carnegie Mellon Uni-
versity) recommends drawing on the methods and models of
other disciplines when studying human behavior, such as psy-
chology, sociology, ethnography, cognitive sciences, warning
science, risk perception, organizational change, behavioral
economics, and learning science (Cranor, 2006-2026) [2].

We can therefore conclude that the interdisciplinary nature
of UPS, which is already inherent in HCI research, has signif-
icantly increased. However, to navigate an interdisciplinary
field with confidence, one must first be trained in a specific
discipline. Thus, many researchers in the UPS community
initially completed a degree in Computer Science.

Given the fact that IT solutions and apps are ubiquitous in
all areas of life and work — ultimately realizing Marc Weiser’s
(1999) [8] vision — and quite a few applications come with
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IT security features and risks (identity theft, privacy loss,
phishing), research questions must increasingly be answered
in an interdisciplinary manner.

However, with regard to the recommendations of the Ger-
man Computer Science Society' (GI e.V.) for the design of
computer science degree programs in Germany, it is the case
that there are barely noticeable interdisciplinary elements
incorporated into them (Zukunft, 2016) [10]. Even in spe-
cialized degree programs, such as the Master course in IT
Security at TU Darmstadt (TU Darmstadt, 2024) [7], there
are hardly any interdisciplinary components. The same ap-
plies, for example, in psychology. Here, the German Society
for Psychology” (DGPS e.V.) also issues recommendations
for psychology degree programs and awards a seal of quality
to recognize particularly high-quality psychology programs.
To receive this seal, programs must adhere to the DGPS’s
recommendations for program design. These recommenda-
tions define, among other things, the content of the program —
and specify exclusively disciplinary topics. Interdisciplinarity
plays no role in the recommendations and is therefore not
defined as a relevant part of the program. On the contrary:
One criterion in the recommendations relates to the publica-
tion record of the professors involved in the program. Here, a
minimum number of regular publications “in relevant psycho-
logical journals” (i.e., journals listed in the PsychInfo index”)
is required. This not only emphasizes disciplinary focus but
also automatically excludes the conferences that are common
in the UPS field.

Thus, at German universities, we continue to primarily
train specialists in their respective disciplines. This poses sig-
nificant challenges for computer scientists and psychologists
who, after graduating, actually want or need to collaborate
across disciplines: While each brings their own specialized
expertise to the table, they have not learned how to adapt and
apply that expertise in order to work with experts outside their
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own discipline. In the field of UPS, this means that, for exam-
ple, psychologists are expected to contribute methodological
expertise in designing or evaluating user studies — expertise
they undoubtedly possess. However, they often lack an un-
derstanding of the technical background of the topic under
investigation. If students do not learn to exchange knowledge
about such content, interdisciplinary collaboration quickly de-
generates into a mere service arrangement in which computer
scientists are expected to “program” and psychologists to
“provide study designs and analyses”, without the participants
actually working collaboratively on a shared topic and devel-
oping the deeper understanding required to design meaningful
studies in the UPS field.

Slightly better are the ACM’s recommendations regarding
cybersecurity degrees. As early as 2017, Human Security
was defined as a field of knowledge (Joint Task Force on
Cybersecurity Education, 2018) [4]. However, these recom-
mendations were neither reviewed after five years (as planned
in the foreword) nor are they given sufficient consideration in
Germany.

To conclude, it is necessary to incorporate more interdis-
ciplinary elements into the academic disciplines, if not to
develop interdisciplinary UPS degree programs on its own,
so that the young researchers trained there can effortlessly
overcome the hurdles of their respective disciplines and fur-
ther develop the UPS research field with scientific rigor and
precision.

We therefore call for better networking and cooperation
among the participating research communities in the further
development of joint recommendations for UPS-focused de-
gree programs that explicitly require and promote interdisci-
plinarity.
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