
From Why to How: Negotiating Inquiry and Design in Human-Centered Security 

Sara Hahn, Darmstadt University of Applied Sciences, Technical University of Darmstadt, ATHENE     

Extended Abstract 
I studied psychology, which is in part a social science but 
also a natural science. Since starting my doctoral studies, I 
have worked in interdisciplinary projects. I currently 
work in a project (PIONEER) in which we develop an app 
(Privacy Buddy) that aims to support and motivate users 
in acquiring and applying competencies for their digital 
everyday lives, with a focus on digital privacy. I also teach 
computer science students to plan and conduct user stud-
ies in user-centered security. From teaching and working 
together with colleagues from the fields of psychology, 
computer science, and user-centered security, I have 
gained experience in solving and talking about frictions 
that arise through different epistemological approaches. 

The first friction concerned vocabulary. My colleagues 
from computer science and I sometimes used the same 
vocabulary (e. g., “significant” or “user analysis”) but 
meant different things. At first, this friction was not visi-
ble to me because we shared the same vocabulary and 
spoke on the object level, which simulated a shared un-
derstanding. When planning a joint study, we realized 
that we were talking about different issues, which made 
the friction visible. Hence, we started to ask “What do 
you mean by that?” and to talk more on the meta level, 
instead of assuming a shared understanding. 

As simple as this friction solution seemed to be, I still 
struggle with and wonder how to solve or manage a sec-
ond friction I have come across: inquiring into knowledge 
for its own sake vs. knowledge as a service for design. In 
the field of psychological user-centered product design, 
we distinguish between be- and do-goals, which we aim 
to fulfill with a product (Hassenzahl, 2010). A do-goal 
could be, for example, to send a text message to your best 
friend. The corresponding be-goal could be that you want 
to feel connected to them. The be-goal describes the mo-

tivation behind human behavior and helps us to under-
stand why users use a product (Hassenzahl et al., 2010). 
When we know and understand “why”, we can develop 
the “how” – the features and functions to support the do-
goal.  

Understanding be-goals is an essential step to designing 
meaningful products. To investigate them, I have applied 
methods such as interviews and workshops (manuscripts 
currently in submission). In psychology, we describe, 
explain, and predict human behavior and experiences as 
the main research purposes. Yet, in my interdisciplinary 
work, I have experienced that acquiring this knowledge 
– for its own sake – is valued but is often not accepted as a
standalone contribution. There is an expectation to pro-
vide ready-to-use recommendations for a tool, concrete
implications, and a set of features to implement. My ar-
gument is not that design implications will come eventu-
ally or are not important. It is that understanding users'
motivations is a valuable contribution in its own right,
independent of what it enables us to build. That said,
when design implications are the goal, they often require
several iterative studies before they can responsibly be
made. Here, I would like to raise awareness of the fact
that the design of digital systems is increasingly influenc-
ing users’ behaviors and experiences, and therefore calls
for a deeper understanding of them in human-centered
security research.

In my work, I have seen this friction in two contexts. In 
teaching, my computer science students wanted to use a 
prototype for a think-aloud evaluation to derive require-
ments for a product, which was their task. They spent so 
much time programming the prototype that they did not 
have enough time to analyze the think-aloud sessions. In 
their minds, the prototype was a more valuable outcome 
of their work than the requirements for a product. In my 
project, when results from a be-goals analysis were 
shared, the first question was often “How can we incor-
porate this in the app?” instead of “What does this 
mean?”. This response is entirely understandable, yet it 
illustrates precisely the tension I am describing. 

I argue that investigating be-goals to understand human 
behavior and experiences is as important as investigating 
do-goals – a friction I would like to discuss. For me, mak-
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ing frictions explicit, tangible, and negotiable means that 
we need to learn how to communicate: to see things from 
a different perspective and to actively ask for other view-
points. I am curious to hear about other frictions and 
problem-solving approaches that I have not thought 
about yet, shaped, inevitably, by the limits of my own 
disciplinary position. 

 

Note 

Since the reviewers' comments mainly related to the 
workshop discussion rather than the extended abstract, I 
have not incorporated them into the extended abstract. 
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